
SECURITY UPDATE 
 

PROHIBITED SOFTWARE ON PCC NETWORK – PER NCDIT RECOMMENDATION 
 
 
In alignment with the security guidelines set by the North Carolina Department of 
Information Technology (NCDIT), certain applications have been classified as high-risk due 
to potential cybersecurity threats. As a result, these applications will no longer be 
permitted on Piedmont Community College’s (PCC) network or state-issued devices. 
 
E4ective immediately: 
• The use of TikTok, WeChat and DeepSeek on any PCC device is strictly prohibited. 
• Accessing these applications via the PCC network, including on personally owned 
devices, is not allowed. 
• Any existing installations of these applications must be removed from state-issued 
devices to remain in compliance. 
 
These measures are being implemented to enhance security, protect sensitive data, and 
prevent unauthorized surveillance risks.  
  
Thanks for helping us keep PCC safe and secure. 
  
  
 

https://piedmontcc.edu/wp-content/uploads/2025/02/High-Risk-Applications-Policy.pdf
https://piedmontcc.edu/wp-content/uploads/2025/02/High-Risk-Applications-Policy.pdf

